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1 Introduction

1.1 Purpose

The purpose of this document is to define the high-level host message protocol that will manage the
communication between a Kneron devices and a host controller via a two-way message channel. Itis
intended to be layered on top of a low-level communication protocol for a specific physical interface whic
in turn carries out the actual message exchanges, such as a UART, SPI or some other future interfa

1.2 Scope

The protocol defined in this document shall covers all host communications between Kne
the connected host controller. It shall apply to all applications, including testing and E!
processing. However, this document does not apply to the dedicated SPI interface fo
FLASH access purposes.

ip testing or

®
2 Reference \
Kneron KL520 Design Specification, Feb. 2019
Host and Companion Communication Protocol, K eb R0, 2019
3 Acronyms, Abbreviati efinitions
DME - Dynamic Model Execution
FID — Face Identification
HIMP -

LW3D

Host Interface M rotocol
Light Weight 3-Bimesi

NIR — Near Infra

RGB — Red Greefian e color)

SFID - SimplgyFace Identification
SPI — Serial Peripheral Interface
UART — Universal Asynchronous Receiver-Transmitter

Kneron Inc.
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4 System Architecture

The physical message channel could be UART, SPI or some other future interface to be specified. The
message protocol is structure from the point of view of a host controller. The commands are initiated from
a host and transmitted to a Kneron device which will perform certain tasks and generate a reply. The
message channel needs to be two way where each side may generate a message and transmit it.

Some physical interface such as SPI may be built on a master-slave model and in such cases the host
controller shall be the bus master and support the receiving of messages from Kneron client via either
interrupt mechanism or through polling such that response message could be read on a timely, fashi
details of such message transactions shall be specified by interface-specific low-level messaé protocol
separate documents.

commands

Host Kneron

Controller Client
responses ®

cases when the response will only be
e used to avoid the host from timing out
out threshold is 100mS.

For every command issued, there shall be at least one
generated in a significant time later, a generic ackinow
and take recovery measures. Suggested

A command may generate multiple r
of image processing or external events
new command is being issued by the ho
responses from the Kneron clie

it 1S possible a response message maybe pending when a
host’s responsibility to receive and process all

In addition, Kneron devices
For example, on the KL&5205.a connection to a device through a UART may exist to manage
applications or debug ahs bubanother host connection via SPI to a companion device may be used in
addition for conti image processing.

4.1 Ima3

Th pre g flow envisioned by the message protocol consists of control message exchanges
b en th@host controller and the Kneron client devices. It sets up the image processing models and the
inte s to be used for transmitting images to the Kneron devices.

ges themselves is not normally sent over this host interface except when using USB since the
ndwidth required would normally be many times greater than the message exchanges that are expected
over the host interface. For initial deployment, the images maybe sent into Kneron via either USB host or
separate MIPI interfaces.

Kneron Inc. 4
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5 Message Syntax

| type | length | message body

Each message is composed of a message type, length and the message body.

5.1 Message Type ®

A two-byte value is used to denote message type. Each valid message type is a commandfr 0
requires a corresponding response.

Valid commands are listed below in three categories:

5.1.1 Test Commands (Memory and Control)

Command Message Type
CMD_MEM READ 0x0001
CMD_MEM WRITE 0x0002
CMD_ACK/NACK 0x0004
CMD _MEM CLR
CMD_TEST ECHO
CMD FILE WRITE
CMD _FLASH MEM WRITE

Test commands except ACK/NACK
production units. For engineering de
support field debug needs.

use so it will not be available in regular
prototypes, these commands maybe available to

Kneron Inc.
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5.1.2  System Commands

Command Message Type
CMD_RESET 0x0020
CMD_SYSTEM_STATUS 0x0021
CMD_UPDATE_FW 0x0022

the same Message Type as in the command received. This servers as a simple acknowle t
reception of the command in most cases. If the most significant bit of the Message Type i se
message body is also present and must be processed by the host.

CMD UPDATE MODEL 0x0023
5.1.3 System Command Responses \
®
to
, a

The response to commands is specific to each command. The convention of a response messag@i
h
t

For example, the command CMD_MEM_CLR, 0x0003 is issued, the expected respo
completed is a message of type 0x0003 with no message body. Howeyer, if ag
then a message body is also present and needs to be processed. This c8
errors were encountered.

e is 0x8003,
te error status if

The responses to operational commands that contain mess

Response Message Typ
RESP RESET
RESP SYSTEM STATUS
RESP_UPDATE FW
RESP UPDATE MODEL

Kneron Inc. 6
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5.1.4 Application Specific Commands
Additional commands that are specific to application starts with 0x0100. They are grouped according to

the specific applications. The Select Application command must be executed first before the corresponding
application specific commands would be allowed.

Face Identification (FID)
These commands are used for Face Identification application and when activated by the Set FID Mode

e
ed
to avoid conflicts.

command will place the Kneron device into FID mode until the mode is exited, again via the Set Fl
command. ®

The FID mode is latching, so once entered cannot be changed by either software or syste ts,
power cycles. While in this mode, some of the Operational Commands described above be di

Command Message Type
CMD_SET FID_MODE 0x0100
CMD_VERIFY FID USER 0x0101
CMD NEW FID USER 0x0102
CMD _EDIT FID USER 0x0103
The responses to the FID commands that contain message &Ni below:

N|

Response
RESP _SET FID_MODE
RESP VERIFY_FID_USER
RESP _NEW FID_USER
RESP _EDIT_FID_USER

Kneron Inc. 7
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Simple Face Identification (SFID)

These commands are used for Simple Face Identification application and are intended to support both the
default 2-D face identification with a single RGB camera and the more advanced Light Weight 3D (LW3D)
configuration with an additional NIR camera. For each configuration, there are two operating modes
defined to support the use cases required for the application.

(1) Default mode, continuous FD/FR/DB operation. Performs FD-FR operation to extract a usab
feature map from the incoming image frame and proceeds to 1:n DB comparison.

(2) DB operation, continuous FD-FR operation till a usable feature map is available from the
incoming image stream. Once a feature map is found, it will be placed into a storag@slot (nax
5) and wait for further instructions whose list is shown below. The current FD-FR opegation

be terminated at any time by another SFID command. \

- Perform another FD-FR.
- Register current feature maps. (up to 5)

- Delete all DB.
Command Message Type
CMD_SFID_START 0x0108

CMD_SFID_NEW_USER
CMD_SFID_ADD _DB
CMD_SFID_DELETE_DB
CMD_SFID_EDIT_DB
CMD_SFID_SEND_IMAGE
CMD_SFID_LW3D_START
CMD_SFID_LW3D_IMAGE

0x0109
0x010A
0x010B

N

The responses to the SFID commands

Response sage Type
RESP_SFID_START 0x8108
RESP_SFID_NEW_USER 0x0109 / 0x8109
RESP_SFID_ADD_DB 0x810A
RESP_SFID_DELE 0x810B
RESP_SFID_ED 0x810F

0x810C
0x810D
0x810E

Kneron Inc.
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Dynamic Model Execution (DME)

These commands are used for custom-designed inference applications that are downloaded from the host
controller and executed under host control. There are two operating modes defined to support the

download and execution of an application.

(1) Model and configuration download mode. Downloads the custom model and associated set

data, or the inference setup for image processing.
(2) Inference mode. Downloads an image for processing based on the inference setup previously

downloaded.
®
Command Message Type
CMD_DME_START 0x0118
CMD_DME_CONFIG 0x0119
CMD_DME_SEND_IMAGE 0x011A
The responses to the SFID commands that contain message bodies areVisted Q
Response Message Type
RESP_DME_START 0x8118
RESP_DME_CONFIG 0x8119
RESP_DME_SEND_IMAGE 0x811A

<

Kneron Inc.
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5.2 Message Length
The two-bytes length value contains the number of bytes (payload) the message body contains.

For example, a message body that is 1024 bytes, then the length field will be 0x04 and 0x00 followed by
1024 more bytes for the message body in a Little-Endian byte array.

For a message type that carries no payload, such as in simple acknowledgement, then the message len
will be zero.

The maximum message body size supported by the protocol is thus OXFFFF or 65535 bytes.@But dde to
actual message packet or buffer size limitation, actual message size maybe much smaller. To transfer
messages larger than the packet or buffer limitation, message segmentation may need to lement
higher software level.

5.3 Message Body

The message body of commands is specific to each command and wi in the Next section.

The message body of responses is also specific to each commw and

to each command. \

5.4 Message Protocol Implementation

lescribed in sections pertinent

Although the full set of Host Interface Message is defin@ghi ocument but actual devices may choose
to only partially implement a subset of the mes: i It is prudent to check the specific product
design and implementation to determi ich'm s supported by the device.

Certain message types, such as those
programmed, will be rejected for secur

Kneron Inc. 10
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6 Message Description

For each command, there exists a simple ACK response with no message body. Such responses contain the
same message type as in the commands with zero message length.

6.1 Generic Message

6.1.1 Generic ACK Response Message to commands

Name RESP ACK ®
ul6 type same as in command
ul6 length 0
Body {
1
The simple ACK response is intended to support multi-thread non-bloeki ents that may allow

the same command to be issued multiple times before the previous one iSeéompléted. i such cases, the full
responses will then be returned later as they are completed afte‘sendi % esponses first.
nddis not necessarily identical

time it takes to complete a
e order. Hence in such cases,
nce or tag number to allow the

Since the resource demand and workload involved in exec
each time a command is issued, there should be no assumpti
command. Thus, the returned responses are not guarante
the command and response parameter list shall includ
correlating the responses with their specific comman

Current existing commands and their n Ire @ e

cribed in the following sections.

Kneron Inc. 11
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6.2 Test Messages

6.2.1 Test Message Memory Read

Name CMD_MEM_READ
uleé type 0x0001
ul6 length 8
Body {
u32 starting address
u32 number of bytes to read °

} \
Response Message to Memory Read

Name RESP_ MEM_ READ

ulé type 0x8001

ul6 length 8+n
Body {
u32 Memory read result &
0 — success
else — error code \
u32 number of bytes rea
ug8 *n n bytes memory

}

onse will not equal to the command. The actual
ation. It is assumed the module has knowledge of
the memory layout and would perform ss correctly, i.e. perform appropriate byte, half-word,
word access and use correct address align is also assumed the memory will terminate on the first
memory address that fails and or code would indicate the reason for failure. The error code encoding
is defined by the test modules

In case of read error, the number of b
test module is responsible for perfor

Kneron Inc. 12
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6.2.2  Test Message Memory Write

Name CMD_MEM WRITE
ul6 type 0x0002
ul6 length 8+n
Body {

u32 starting address

u32 number of bytes to write

ug8 *n n bytes memory data
}

®

Response Message to Memory Write \
Name RESP_MEM_WRITE

ul6 type 0x8002

ul6 length 8

Body {
u32 Memory write result

0 — success ®

else — error code

u32 number of bytes written

In case of write error, the number of bytes writte nse will not equal to the command. The
actual test module is responsible for pe ing operation. It is assumed the module has

knowledge of the memory layout and Would per gWrite access correctly, i.e. perform appropriate
altgnment. It is also assumed the memory will

the error code would indicate the reason for failure.

Kneron Inc. 13
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6.2.3  Test Message Acknowledge/No-acknowledge

Name CMD_ACK/NACK
ul6 type 0x0004

ul6 length 8

Body {

u32 command action
0-ACK
else - NACK
u32 source id
} ® fb

The acknowledge command/response is used as a general acknowledge to the receiver ins f formaiting
a command-specific response as otherwise should be the case. This is done to acco th

number of test and demo scripts already written and used actively in the developm nviroRment.

Itis also used as a quick handshake message to initiate a follow-on trahs
command/response mechanism.

The command action field indicates whether the ACK/NA
NACK (action = stop/abort). When a NACK command ac
reason why the original command is aborted.

The source id field is used to indicate the context fro ic /NACT originates.
Additional NACK codes are defined below:

250 — memory allocation failure
255 — incorrect image processing modeiconfiguratio

Kneron Inc. 14
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6.2.4  Test Message Memory Clear

Name CMD_MEM CLR
ul6 type 0x0006
ul6 length 8
Body {
u32 starting address
u32 number of bytes to clear
}

Response Message to Memory Clear

Name RESP_MEM CLR
ul6 type 0x8006
ul6 length 8
Body {

u32 Memory read result

0 — success
else — error code

u32 number of bytes cleare

}

N\

er nse will not equal to the command.
ation. It is assumed the module has

In case of memory clear error, the number of bytes cle

ment. It is also assumed the memory will

terminate on the first memory addres error code would indicate the reason for failure.

The error code encoding is defined b

Kneron Inc. 15
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6.2.5 Test Message Echo to Host

Name CMD_TEST ECHO
ul6 type 0x0008
ul6 length 8+n
Body {
u32 reserved
u32 number of bytes to echo
ug8 *n n bytes test data

}
®
Response Message to Echo to Host \\

Name RESP_TEST_ECHO
ul6 type 0x8008
ul6 length 8+n
Body {

u32 Echo test result

0 — success ®
else — error code

u32 number of bytes echoed

U8 *n n bytes test data
}

The behavior of the Echo to Host com
Message Protocol is written in a way
may need to be implemented in the lo
drivers.

by the test module. The Host Interface
racter 1/0 or line 1/0 cases. The test mode setting

The HIMP facilitates the ent
the echo test mode is undefi
response message with s
confirmation of the e

yte echoed, i.e. the message length value is 4, could be used as
0 test mode.

Kneron Inc. 16
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6.2.6  Test Message File Memory Write

Name CMD _FILE WRITE
ul6 type 0x0009
ul6 length 8
Body {
u32 starting address
u32 number of bytes to write
}

Response Message to File Memory Write

Name

RESP FILE WRITE \

ul6 type

0x8009

ul6 length

8

Body {

u32

u32

Memory write result Q
0 — success
else — error code ®
number of bytes writte

The File Write command is intended to transfer large a
device. The memory starting address must be 3 i

terminate on the first memo
The error code encodi

€ response will not equal to the command. The
write operation. It is assumed the module has

Kneron Inc. 17
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6.2.7 Test Message FLASH Memory Write

Name CMD_FLASH MEM WRITE

ul6 type 0x000A

ul6 length 8+n

Body {
u32 starting FLASH address
u32 number of bytes to write
ug8 *n n bytes FLASH data

}

Response Message to FLASH Memory Write

Name RESP_FLASH MEM_WRITE
ul6 type 0x800A
ul6 length 8
Body {

u32 Memory write result

0 — success ®
else — error code

u32 number of bytes written

}

The FLASH MEM Write command is used to stg
should all be contained in the same 4K
limited to 4KB. This command will
FLASH write process was disrupted i

result.

All parameters of the FLASH
Therefore, the number of b

@

Currently defined errg

1-FLASHad out 0 0

2 — data vi iondfailed

number of bytes to be written is also
a in the FLASH to be written over. If the

y Write command must be aligned to 32-bit address boundary.
tow ust also be multiples of 4-bytes.

r command are:

Kneron Inc.
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ation that the sector might be bad, perhaps due to excessive wear. The sector then
ked as bad and avoided in further data storage use.
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6.3 System Messages

6.3.1 Reset
Name CMD_RESET
uleé type 0x0020
ul6 length 8
Body {
u32 reset mode control
0 — no operation
1 —reset message protocol
3 — enter suspended mode
4 — return active operation
255 — reset system
256 — system shut down (RTC)
0x1000xxxx — reset debug output
Level
0x2000xxxx — reset & switch
active boot partiti
u32 Confirm reset mode cont
Value must be 1’s compleme
the reset mode control
}

Response to Reset

Name RESP R
ule type 0x802
ul6 length 8
Body {

u32 error code

or, command mode is 0
ndefined reset control mode
alid confirmation of mode

Reserved

e

et command will be transmitted first with the system reset and restart operation after a
ration. Reset mode 256, system shut down, is one exception in that it will not proceed
restart after performing the shutdown operation.

For reset mode 255 (reset system), the message protocol will be afterwards in the initial power up state.

For reset mode 256 (system shut down), there would be no restart of the system. An external start/restart
mechanism is required to relaunch the system.

Kneron Inc.
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If reset mode is 0x1000xxxx, then the debug output level is configured by the ‘xxxx’ value. When xxxx =
0x0000, it means no debug log output is enabled.

If reset mode is 0x2000xxxX, then the KL520 will reset and restart with a different firmware partition than
the one it currently uses. To switch scpu boot image, set bit 0 to 1 and for ncpu, set bit 1 to 1. For bits that
are zero, no switching will occur.

When the KL520 restarts, it would be using the new boot image as specified in this case. Repeating th

same command a second time will cause the KL520 to return to the original image since currently there a
only two images defined for each component inside KL520.
®

¥
@{\\\

Kneron Inc. 20
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6.3.2 Report System Status

Name CMD_SYSTEM_STATUS
ul6 type 0x0021

ul6 length 0

Body {

device and its resources status. It is also used to determine when the firmware on the device’as co
the reset process and is ready to receive additional commands.

}
The Report System Status is intended for use after a system reset in order to find out information a%
pl

The report status command could also be used at any time after reset to determine the device Status.

Response to Report System Status

e

Name RESP_SYSTEM_STATUS
ulé type 0x8021
ul6 length 12 &
Body { \
u32 device id
u32 firmware id
ulé system statu
bit 0 — suspended ope
ulé applicatig
lica
}
Currently, only four reporting fields are vice id, firmware id, system status information and the

active application id.

1-LW3D

2—SFID

3-DME

Itisex onal fields will be defined and included in this message in the future. As a result, the
message length value may increase in later revisions of this document with additional fields defined.

Kneron Inc. 21
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6.3.3 Update Firmware

Name CMD_UPDATE FW
ul6 type 0x0022
ul6 length 8
Body {
u32 firmware module id
0 — no operation
1-scpu
2-ncpu
u32 reserved

The Update Firmware command will start the process to download, verify and progr
KL520’s internal flash memory for subsequent use.

The size of the firmware module is pre-defined and could not be chal to be
downloaded must exactly match the pre-defined size or the download P

The initial response to Update Firmware will be an ACK/NAGH com and i cribed in more details
below.

After the completion of the module download and subseque gramging into flash, the response
message for the command would be returned to the host re Id b& no automatic reload and launch

of the newly downloaded firmware code.

Response to Update Firmware

Name P UPDA
ulé type 0x80
ul6 length
Body {

u32 Response code

0 — no error
else — error code

u32 firmware module id

1
If there is r, therrthe module id field will contain the confirmation of the module id of the module

pro to flash. If the command specified module id = 0, no data transfer would take place and
owledge message, the full response message will be returned with no error code.

Addi | error code(s) are defined below:
51 —module download failed authentication.

— flash programming failed.
253 — module download failed.

Kneron Inc. 22
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6.3.3.1 Data Transfer Handshake

The ACK/NACK message is used to acknowledge the start of image data transfer by the KL520. If the
message indicates no error, then the host is expected to proceed with the data download as soon as possible.
If there is error code returned, then the image data transfer will not be carried out and the host should abort
the data transfer and process the error code accordingly.

6.3.3.2 Binary Data Transfer Process

The image transfer process is shown in more detail below: ®
Host Kneron
Host sends a command ] Host Command
that requires binary data to A
KL520 ready to receive data
be downloaded. ACK/NACK command Y
Binary Data File x
Host sends data b
® KL520 processes binary file

VN

~\v

Response to Command Result of processing the binary file

O

A

Kneron Inc. 23
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6.3.4 Update Model

Name CMD_UPDATE_MODEL
ul6 type 0x0023
ul6 length 8
Body {
u32 0 — no operation
else — model id
u32 size of model

KL520’s internal flash memory for subsequent use.

}
®
The Update Model command will initiate the process to download, verify and program t?&\
S d the

The size of the model file to be downloaded must exactly match the actual size to an
host or the download process will fail.

The model download process uses the same binary file download mec
Firmware command and the initial response to Update Model will be
described in more details in the Update Firmware section abovgy

After the completion of the model download and subseque r i
for the command would be returned to the host.

Response to Update Model

for the Update
mmand which is

flash, the response message

Name RE PD E
ul6 type 0x
ul6 length 8
Body {

u32 code

0 —no error
else — error code

u32 model id

s

If there is no errorgthen the model id field will confirm the id of the model programmed into flash.

Addition code(s) are defined below:

e failed authentication.
gramming failed.

u

Kneron Inc. 24
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6.4 FID Messages

FID messages are used by the Application Manager to support the Face ID application. The message
protocol is not yet finalized and is subject to change in the future.

6.4.1 Set FID Mode

Name CMD_SET_FID_MODE

ulé type 0x0100
u16 length 8ori2 ®
Body {
ulé Select new FID mode \
0 — de-activate FID
1 — normal FID operation \

2 — edit existing user
3 —add new user

128 — enter configuration mode
255 - change user password
ulé verification code
®

0 — use user password
1 — use unit verification cod

u32 password or code
u32 [new user password] or
[configuration parameters];
1 — self-test

10 — factory reset
20 — low-power (

The Set FID Mode command will place'the Knergh device into a specific operating mode. There are four
active FID modes defined. The Kneron de be in one of the modes but its functionality is restricted
to those specified in the specifj e. To switch to a different functionality that exists in a different
mode, the Set FID Mode coMmand t be executed first.

Normal FID
This is the defaul en FID is activated by entering into any of the three active FID modes.
While in the N the Kneron device will perform image capture and Face Identification

when so co n

Edit FID U

I ode provides access to the current registered user database stored within the Kneron
mode is timer controlled so after a predetermined inactivity duration, the device will
revert back to the Normal FID Mode.

User
e Add New User mode allows the image capturing and registration of a new user in the user database
within the Kneron device. This mode is also timer controlled and will revert back to the Normal FID Mode
after certain inactivity duration.

Enter Configuration Mode
The Configuration mode is used to perform system functions, such as self-test, factory reset, power-down
mode, change communication parameters or other system functions to be defined in the future. Factory

Kneron Inc. 25



Host Interface Message Protocol

reset will not erase the user image database. This mode is also timer controlled and will revert back to the
Normal FID Mode after certain inactivity duration.

Deactivate FID
The deactivate option will place the Kneron device in a non-FID status and the default system operations
will apply. FacelD functions are not available while in this state.

Unit Verification Code is a unique code related to the serial number of the Kneron device programme
during device initialization and is unalterable afterwards. This code is not user selectable nor configurable?

There is only a single user password defined currently. No multiple user support is currentlyliplann

Response to Set FID Mode

Name RESP_SET _FID_MODE
ul6 type 0x8100
ul6 length 20

u32 Response code
0 —no error
else — error code

ulé new FID mode
ulé reserved
ug*12 unit information \
}
The actual error code is encoded by the image g ule. The unit information field and its size
are tentative at this time. This field m ly beirelevantiwhen in the Configuration Mode. The unit

information field right now is intended{to delive
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6.4.2  Verify FID User
Name CMD_VERIFY _FID USER
ul6 type 0x0101
ul6 length 8
Body {
ulé subcommand
0x0002 — check against all users
0x2912 — check against single user
ulé reserved
ulé User ID
ul6 user_image_index
}

The Verify User command will setup an image path specified by the app_id field i

image is placed into the image buffer then a 1:N Face ID result is generated. If asi

selected, the comparison is performed for the specified user ID-imag
the comparison is performed over all users in the database in which ca
user_image_index is ignored.

This command is only valid in the Normal FID or Add Ne

Response to Verify FID User

®
ser\

Name RESP_VERIFY_FIDWSER
ul6 type 0x
ul6 length
Body {
u32 Response,c
0-no
10 — image timeout
0 image match
ulé user ID
ulé reserved
}
The actual code is encoded by the image processing module. 1f no uer ID match is found, either due
to no matg iMhag ture timeout, an error code is returned. In such cases, the user ID value shall be
ignored. spapse also serves as an abnormal FID notification.
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6.4.3 New FID User
Name CMD _NEW __FID USER
ul6 type 0x0102
ul6 length 8
Body {
ulé sub command
0x20 — capture image
0x22 — register image
ulé image_index
ulé reserved
ulé reserved
}

The capture image command will setup an image path specified by the app_id fiel

an image is streamed into the Kneron device, it will be kept in the buffer mem

The image_index field is used to assign a specific storage slot for the né

through 5.

The register image command will store all the image data

The register image command will erase all current ima

Response to New FID User

i
e buffer.

®
into the@evit a
ID. Valid User ID value will be from 1 to 15 and is assigne he'devi
he

Name RESP NEW ER
ulé type 0x81
ul6 length 8
Body {
u32 Response code
0 —no error
Ise — error code
ulé user _ID
ulé user_image _index
1
The actua co
isr ]
Ad

is only valid when the subcommand issued was 0x22, register image.

Kneron Inc.
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is encoded by the image processing module. If no storage is available, an error code

ional erfor codes may specify timeout or reaching retry-limit without successful ID.
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6.4.4 Edit FID User

Name CMD _EDIT _FID USER
ul6 type 0x0103
ul6 length 8
Body {
ulé sub command
0x49 — list all users
0x44 — delete single user
0x105 — delete all users
0x22 — export user images
ulé user ID
ulé user_image_index
ulé reserved
}

This command is only valid in the Edit FID User mode.

The user ID field is only used if sub command 0x44, delete single use

relevant and would be ignored.

The user_image_index field is only used for sub command
the amount of data in the response message.

Response to Edit FID User

) ex

Name
ul6 type
ul6 length
Body {
u32 Response code
0 — no error
Ise — error code
ulé subcommand repeated
222 export user data
44 — delete single user
49 — list all users
0x105 — delete all users
ulé for 0x22 — user ID
for 0x44 — new number of users
for 0x49 — number of users
for 0x105 — new number of users
u for 0x22, n = 1028
for 0x49, n = number of users*2

® \‘ b
wise it is not

ata. This is needed to limit

The list all users sub command will generate a list of currently registered FID users of the device. The
number of users that can be supported is 15 at this point. Each user ID isa ul6. Itisassumed the list
would fit into a single response message.

Number of users in the response reflects the new number of users after the command has completed.

Kneron Inc.
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The export user sub command will export the feature map data for one user-image combination with an
object size of 1028 bytes, with a two-byte image_index followed by 1024 bytes of feature map.

Kneron Inc.
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6.5 Simple FID Messages

Simple FID messages are used by the Application Manager to support the Simple FID application which is
intended to demonstrate the capability of the KL520 device. The image path utilizes the same path as the
command/response interface. The message process flow is depicted in the below diagram.

While SFID Start command is in effect, the Sent SFID Image command and responses are repeated until

interrupted by another SFID command.

The Add SFID User command is similar except that the once a final response message is generated,
could include a number of fatal errors when adding the new user, would stop the Add SFID @ser pfgces
and would require another Add SFID User command to re-start the process again.

The host uses SFID Send Image command to inform KL520 the upload of a new image fi the 0
which will start off the image processing steps. The image transfer process is describgesin mor@details’in

the SFID Send Image Command sectio

Host

n later.

-0

SFID Start Command

SFID Start Response

N

SFID Send Image Command

@@

Image Data File #1

\4

&~ u 1

SFID Send Image Response

Process Image #1
No feature map extracted

Error -> no inference -

Send Next Image

SFID Send Image Command

Frame

-
Image Data File #2

SFID Send Image Response

1 | Process Image #2
No feature map extracted

Error -> no inference

SFID Send Image Command

cend Next Image
Frame

N

Image Data File #N

No Error.

SFID Send Image Response

Process Image #N
Feature map extracted
DB Match Successful

Matched User_ID
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6.5.1 Start SFID
Name CMD_SFID START
ul6 type 0x0108
ul6 length 16
Body {
float32 FR threshold
u32 reserved
ulé image width
ulé image height
u32 image format ®
}
The Start SFID command will start the FD-FR process until a valid feature map is ob fro image
stream. A user DB 1:N comparison will then be performed. The operation is contifitlous so®nce the DB

comparison is finished, another round of FD-FR will be initiated automatically

The FR threshold is the value used to determine the minimum acceptal
match. This value is expressed in single precision float format (IEEE
to the confidence level required for a specific application (busifiess cr
used, then a built-in default threshold will be used instead.

Image width is number of pixels horizontally (x-axis) and h

bit value specified by Kneron.

Response to Start SFID

a fagial recognition
djusted according
a value of zero is

lR threshold is 0.0-1.0.

Name » S T
ul6 type 0x8
ul6 length 8
Body {
u32 code
0 — no error
else — error code
u32 image_size
}
If there is ngerrorithen the image_size field will contain the size in bytes of the expected image size.
Additiona code(s) are defined below:
1 S application not loaded.
25 magedormat not supported.

Kneron Inc.
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6.5.2 New SFID User

Name CMD_SFID NEW_USER
ul6 type 0x0109
ul6 length 8
Body {
ulé User ID
ul6 reserved
ulé Image_index (1-5)
ul6 reserved
} ®
The New SFID User command will start the FD-FR process until a valid feature map is o fromihe
image stream. No DB comparison will be performed. The operation is one shot so 0 i nse is
generated or a fatal error encountered, the Application Manager will stop and wait instruction.

The User_ID is intended to associate the current image capt with a user identity. Valid value
for the User_ID is 1-20. Changes to the User_ID value building up the image database before adding
the user to the database will result in errors.

Valid Image_index value is 1-5. A New User s usttart with Image_index value of 1. Otherwise
an error will be returned.

If the User_ID already exists in the i e database, ror will be returned. For the User_ID to be used
again, it must be deleted from the datal

If the User_ID is available, th
command. Later when an
session will be stored in the

re map data is saved into a temporary buffer as specified by the
ID User command is executed, it and all other data from this
her suitable NVM.

RESP_SFID_NEW_USER
0x0109
0

his response serves as an acknowledgement to the host that the add new user process has commenced.
KL520 would then wait for the images to be uploaded from the host.
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6.5.3 Add New SFID User to DB
Name CMD SFID ADD DB
ul6 type 0x010A
ul6 length 4
Body {
u32 User ID

new user into NVM memory as specified by the User_ID. If the User_ID is not the same as the@@ne u
for the temporary storage, the command will result in error and will not be executed. Th coOleli
Delete User command first if the intent is to replace the user data in the database. Or star er
User session by issuing a New SFID User command with the intended User ID.

} \
The Add New SFID User command will move the current feature maps in the temporary stoféige f@%
S

Response to Add New SFID User to DB

Q

Name RESP _SFID ADD DB
ulé type 0x810A
ul6 length 8
Body { \

u32 Response code

0 —no error
else —error ¢

u32 reservi

}

If there is no error, then the feature maps accumul added to the database successfully.

Additional error code(s) are defined below:

255 — Image processing not

258 — User ID already exists i
259 — User ID chang
261 — No feature
263 — DB add fai
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6.5.4 Delete SFID User DB

Name CMD_SFID DELETE DB
ul6 type 0x010B

ul6 length 4

Body {

u32 User ID

}

The Delete SFID User DB command will erase a single user’s current feature maps in the dédfbase@s
specified by the User_ID value. If the User_ID value of zero is used, then all user data will be ed.
action is not reversable.

Valid User_ID value for this command is 0-20. A value of zero will delete the entire B.
The Delete SFID User DB command will not alter the temporary data stored in the curhent Newp User

session.
Response to Delete SFID User DB ®
Name RESP_SFID DELETE

ulé type 0x810B
ul6 length 8
Body {

u32 Response cod

u32
}
If there is no error code, then r’s feature maps are deleted from the database.
Additional error code(s).a d be
255 — Image processi igured.

262 — User ID oun
263 — DB delete re.

Kneron Inc. 35



Host Interface Message Protocol

6.5.5 Edit SFID User DB

Name CMD_SFID EDIT DB
ul6 type 0x010F
ul6 length 8 +[4]
Body {
u32 DB action
1 —import
2 —export
u32 reserved
[u32] if DB action = 1 ® %
size of DB file \
}

The Edit SFID User DB command will accept a new or export the existing DB image from/g,the host. The
expert an

DB action field indicates the operation to be performed on the DB. Currently, port DB
are defined. Additional action or authentication maybe defined in thegfuture.
Response to Edit SFID User DB ®

Name RESP_SFID_EDIT D

ulé type 0x810F

ul6 length 8

Body {

u32 Response_code

u32

}

If there is no error code and $he DB agtion in command is “export”, then the entire DB file is to be sent out
via the interface immedi
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6.5.6  Send SFID Image

Name CMD_SFID_SEND_IMAGE
ul6 type 0x010C

ul6 length 8

Body {

u32 image file size

ulé output enable mask

ul6 reserved

}
®
The Send SFID Image command will inform KL520 that the download of an image data thedhos
about to start. The image file is uploaded as raw binary data. The number of bytes speci
image_file_size must match the actual number of bytes transferred.

Otherise the
Image

A Start SFID command must have been executed prior to issuing the Send SFID
image processing resources would not have been allocated inside KL520 and
command will result in Image Processing Not Configured error (error t@de 2°

a

The output enable flag will generate FD/FR intermediate outpus if e used for FD results,

bit 1 is for landmark data and bit 2 for FR feature map. \

Response to Send SFID Image

Name
ul6 type
ul6 length
Body {
u32
ulé 0 — normal mode
e — new user mode
ulé mal mode — User ID
r mode — Image index
ulé output data flag
t 0 —FD result
bit 1 — LM data
bit 2 — FR feature map
ulé reserved
If output data flag bit 0 =1
optional FD result
* 20 If output data flag bit 1 =1
optional LM data
* 2048] If output data flag bit2 =1
optional FR data

If there is no error code, then a feature map is extracted from the image. Either a User 1D, in the normal
SFID mode, or an Image_index, in the new SFID user mode, will be included in the UserID/Image_index
field.
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The output data flag is used to indicate if additional FD/FR results are available. Bit 0 of the data flag
indicates whether the 8-byte FD result is appended to the response message. Bit 1 indicates whether the
10-byte LM result is appended to the response message. Bit 2, if set, indicates a 2KB feature map data is
appended to the response message.

The error code(s) for the response message are defined below:
10 — No match in User DB.

255 — Image processing not configured.
256 — No successful inference (FD-FR)

®
And while in the Add User session, the following error codes maybe encountered:
255 — Image processing not configured.
257 — Invalid User ID or image index specified.
258 — User ID already exists.
259 — User ID changed during this New User session.
6.5.6.1 Image Data Transfer
The image transfer process is shown in more detail below: (: \
Host ¢ Kneron )
[ SFID Send Image command \
- 77520 ready to receive data
P ACK/NACK command
Image Data
Host sends image >
data KL520 start Image Processing

‘.

No feature map or SFID Send Image response Result of processing image

User_ID or no DB match
(normal mode) or

Image_index (Add New
User mode) ||

N
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6.5.6.2 Data Transfer Handshake

The ACK/NACK message is used to acknowledge the start of image data transfer by the KL520. If the
message indicates no error, then the host is expected to proceed with the data download as soon as possible.
If there is error code returned, then the image data transfer will not be carried out and the host should abort
the data transfer and process the error code accordingly.

6.5.6.3 Data Transfer Format
The raw binary image data is transferred to KL520 as one data block via USB or in multipled@locksi¥ia
UART until the entire image file is transferred. No other command or action may take place ungil the

transfer ends.

Th a hlock is
thi ument.

The data block is transmitted by the host as binary data without any header or descrip
not formatted as messages and thus is not subject to the requirements defined in Se

For normal image transfers, the size of data transferred shall be the exact size 4 S
Start SFID response message.
.\

ecified in the

Kneron Inc. 39



Host Interface Message Protocol

6.5.7 Start LW3D FID

Name CMD_SFID_LW3D_START
ul6 type 0x010D
ul6 length 24
Body {
float32 primary image FR threshold
float32 secondary image FR threshold
ulé primary image width
ulé primary image height

u32 primary image format ®
ul6 secondary image width
ul6 secondary image height
u32 secondary image format

The Start Light Weight 3D (LW3D) command is similar to the Start
FR process until valid feature maps are obtained from the image streanm
then be performed. The operation is continuous so once the DB comp,
FD-FR will be initiated automatically.

ill start the FD-
N comparison will

The FR thresholds are the values used to determine the min
match. This value is expressed in single precision float for
to the confidence level required for a specific applicatio
used, then a built-in default threshold will be used ins

ore for a facial recognition
EE and maybe adjusted according
itical needs). If a value of zero is
ge of the FR threshold is 0.0-1.0.

When one camera is RGB and the oth amera shall be the primary and the NIR shall be
the secondary camera.

Response to Start LW3D

Name | SP_SFID_LW3D_START
ule type 0x810D

ul6 length 12

Body {

u32 Response code
0 —no error
else — error code
primary image size
secondary image size

no error, then the Image size fields will contain the size in bytes of the expected image size.
dditional error code(s) are defined below:

100 — LW3D application not loaded.
255 — Image format not supported.
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6.5.8 Send LW3D Image

Name CMD_SFID_LW3D_IMAGE
ul6 type 0x010E
ul6 length 12
Body {
u32 primary image file size
u32 secondary image_file_size
ul6 output enable mask
ul6 reserved
} ®

The Send SFID Image command will inform KL520 that the download of image data file
about to start. The image file is downloaded as raw binary data and there are two cy: im
download, the first for Primary (or RGB) image and the second for the secondary (NIR) i . The

number of bytes specified by image_file_size must match the actual number of bytes e transferred.

d Image. Otherwise the
W3D Image

A Start LW3D command must have been executed prior to issuing the
image processing resources would not have been allocated inside KL52@sah¢ t
command will result in Image Processing Not Configured erroggerror % .

The output enable flag will generate FD/FR intermediate o t 0 is used for Primary FD
results, bit 1 for Primary landmark data, bit 2 for Primary fe map, it 3 is reserved, bit 4 for Secondary
FD results, bit 5 for Secondary landmark data, bit 6 for da feature map, bit 7 is reserved and bit
8 for the final, combined Liveness result.

Response to Send LW3D Image

Name RE AGE
ule type
ul6 length 12 + +[2048]
8] + [20] + [2048] + [4]
Body {
u32 esponse code
0 — no error
else — error code
ulé 0 — normal mode
else — new user mode
ulé normal mode — User ID
new user mode — Image index
output data flag
bit 0 — Primary FD result
bit 1 — Primary LM data
bit 2 — Primary feature map
bit 4 — Secondary FD result
bit 5 — Secondary LM data
bit 6 — Secondary feature map
bit 8 — Final Liveness result
ulé Reserved
[u8 * 8] If output data flag bit 0 = 1
optional primary FD result
[u8 * 20] If output data flag bit 1 =1
optional primary LM data

Kneron Inc.
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[u8 * 2048] If output data flag bit2 =1

optional primary FR result

[u8 * 8] If output data flag bit 4 =1
optional secondary FD result

[u8 * 20] If output data flag bit5=1
optional secondary LM data

[u8 * 2048] If output data flag bit 6 = 1
optional secondary FR result

[u16*2] If output data flag bit8 = 1

optional two ul6 fields

®
first ul6 Final Liveness result
0 — Liveness Test Failed
1 — Liveness Test Passed

second ul6 reserved

ID, in the normal

If there is no error code, then a feature map is extracted from tb imag
e UserID/Image_index

SFID mode, or an Image_index, in the new SFID user mo illge i
field.

The output data flag is used to indicate if additional FD/
indicates whether the 8-byte FD result is appended to se message. Bit 1 & 5 indicates whether
the 10-byte LM result is appended to the response mes & 6 indicates whether the 2KB feature
map data is appended to the response message. i et, indicates the final Liveness result is

appended to the response message.

sult§yare available. Bit 0 & 4 of the data flag

The error code(s) for the response meSsage are de low:

10 — No match in User DB.
255 — Image processing not co
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6.6 Dynamic Model Execution Messages

Dynamic Model Execution messages are used for custom-designed inference applications that are
downloaded from the host controller and executed under host control. There are two operating modes

defined to support the download and execution of an application.

(1) Model and configuration download mode. Downloads the custom model and associated set

data, or the inference setup for image processing.

(2) Inference mode. Downloads an image for processing based on the inference setup previously

downloaded.

Host

DME Start Command

Kneron

ACK/NACK Command

A

Inference Model File

A

DME Start Response

\.

DME Configure Command

DME Configure Response

—

b

Send DME Image Command

ACK/NACK Command

Image Data File #1

Y

Send DME Image Response

Process Image #1

Send DME Image Command

ACK/NACK Command

Image Data File #2

\ 4

Send DME Image Response

Process Image #2

Send DME Image Command

ACK/NACK Command

A

Image Data File #N

Send DME Image Response

\4

Process Image #N
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6.6.1 Start DME

Name CMD_DME_START
ul6 type 0x0118
ul6 length 4 +[n]
Body {
u32 size of inference model
u8 [n] firmware setup data
}

®

The Start DME command will start the process to set up and download a host controller-supplié@yinfer @

model for image processing.

The firmware setup data is used to configure the KL520 internal resources to manage
various models that embedded within the inference model file being downloaded a
command. Due to the internal data alignment needs, the size of inference modeland

multiple of 4 bytes.

inference model download shall proceed thereafter as soon as
downloaded as raw binary data. The number of bytes spe
actual number of bytes to be transferred. The details of the'Qi
command processing that also requires binary file download
6.6.5.1 as a useful reference.

After the completion of the model download, the responsg mes

or code, then the
model file is
ce_file must match the

for the command would be returned to

the host.
Response to Start DME
Name RE START
ulé type 0x8118
ul6 length 8
Body {
u32 Response code
0 —no error
else — error code
u32 inference_model size
I re error, then the inference_model_size field will confirm the size in bytes of the received model.
Addi | error code(s) are defined below:

53 —data download failed.
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6.6.2 DME Configure

Name CMD_DME_CONFIG
ul6 type 0x0119
ul6 length 4+[n]
Body {
u32 setup configuration
u8 [n] inference setup data
}

The DME configure command is used to deliver the inference setup data necessary to control t

processing of the image data. Due to the internal data alignment needs, the size of infere tu a
must be multiple of 4 bytes.

Setup configuration parameter specifies how the setup data is to be utilized.

Response to DME Configure

Name RESP DME _CONFIG
ulé type 0x8119

ul6 length 8

Body {

u32

u32

}

If there is no error code, then the infere et updata are processed successfully.

Additional error code(s) are d

255 — DME processing

0

elow:

ured.
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6.6.3 Send DME Image

Name CMD_DME_SEND IMAGE
ul6 type 0x011A
ul6 length 8
Body {
u32 image file size
u32 reserved
}

®

The Send DME Image command will inform KL520 that the upload of an image data file by th&host i
about to start. The image file is uploaded as raw binary data. The number of bytes speci image
size field must match the actual number of bytes transferred.

A Start DME and DME Configure command must have been executed prior to issui
Image. Otherwise the image processing configuration would not have been set up co
and the Send DME Image command will result in Image Processing Not Con

Response to Send DME Image

Name RESP DME_SEND IMAGE
ulé type 0x811A
ul6 length
Body {
u32

u32
}

If there is no error code and
zero. The host controllg n starfPthe result data upload by issuing an ACK/NACK command. Upon

receiving the ACK me
commence.
Additional error (s) are defined below:

255 —1Im cessing not configured.
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6.6.3.1 DME Image Processing

The result data transfer process is shown in more detail below:

Host Kneron
] DME Send Image command
ACK/NACK command KL520 ready to receive data
Host sends image
data DME image data

KL520 start Image Processing

DME Send Image response

Image Processing results.
If result data are available,

host may receive data ACK/NACK command

by sending an ACK cmd. NI o

DME result data Result of processing image

NS

<

A
[
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